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Abstract—Wireless closed-loop control is of major significance
for future industrial manufacturing. However, control applica-
tions pose stringent quality of service requirements for reliable
operation. Contrary to traditional ultra-reliable low-latency com-
munications design goals such as low packet loss rates and low
latency, research results in the domain of networked control
systems (NCS) state that depending on the sampling period,
control applications inherently tolerate a few consecutive packet
losses. This translates into a better-suited metric to capture
control application requirements and therefore a more conclusive
design goal for wireless networks: ensuring a maximum age
of information (Aol). With a Markov modeling approach, we
propose to exploit the tolerance through a novel dynamic multi-
connectivity scheme that we term state-aware resource allocation
(SARA), which temporally negatively correlates packet losses,
thus avoiding long packet loss sequences. Through statistical
multiplexing, SARA enables a mean time to failure (MTTF) in the
order of years while keeping the per-agent average channel usage
close to one, also in a multi-agent setting with competition for
resources. Compared with static dual-connectivity, the MTTF can
be increased 100-fold whereas the number of required channels
reduces by 40%. Our approach also statistically guarantees
system-wide Aol distributions, which aid to ensure control
performance.

Index Terms—Control Communications Co-Design, Age of
Information, Wireless Control, Adaptive Resource Management,
System Analysis, Availability

I. INTRODUCTION

The fifth generation of cellular networks (5G) is a major
enabler for digitalization across a wide spectrum of industries,
including healthcare, manufacturing, automotive and energy.
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In manufacturing alone, the global business opportunities for
service providers are expected to grow 76 % annually until
2030 (reaching $150bn), underlining the high demand in
upcoming years [1]. In this context, industrial wireless closed-
loop control systems are of major significance, since they
will enable a hitherto unknown degree of flexibility and pro-
ductivity [2], creating an immense societal impact. The shift
towards high-performing and all-connected manufacturing is
summarized under the umbrella term Industry 4.0. Obviously,
this will require powerful networking capabilities: [3]-[6]

Performance Ultra-reliable and low-latency wireless connec-
tions must be provided to not disrupt running processes. In-
dustrial manufacturers demand assertions on the expected
duration of error-free operation of control applications
originating from the uncertainty of the wireless connection.
This includes potential connectivity disruption originating
from interference in the same wireless channel, leading to
the demand for dedicated spectrum for industrial usage.

Time synchronicity Low-latency, deterministic, and reliable
communication requires a shared understanding of time
between communicating devices, ensuring predictable be-
haviour.

Mobility Distributed real-time applications might span an
area that cannot be served with a single access point (AP),
also demanding real-time connectivity at cell boundaries
and managed hand-offs between cells.

Integration Industrial manufacturing requests a direct and
seamless wireless communication across the whole au-
tomation pyramid (from the field level to the cloud).

Diagnosis The network must offer transparent diagnostic in-
formation on the connectivity and expose this information
to third parties. This is essential for root-cause analysis.

Standardized 5G communications systems build a solid foun-
dation for many of these requirements, while common off-
the-shelf, unmanaged, and unoptimized communication sys-
tems such as wireless local area network (WLAN) 802.11,
Bluetooth, ZigBee, and WirelessHart do not. Especially ultra
reliable low latency communications (URLLC) - as one of the
main 5G pillars - is still considered to be the enabling tech-
nology for industrial real-time applications such as wireless
closed-loop control [7], as it achieves extraordinary quality
of service (QoS): latency lower than 1ms and reliability
larger than 99.999 %. URLLC is furthermore embedded in an
ecosystem that also addresses many of the other industrial
requirements. It is therefore not surprising that associations
like the 5G Alliance for Connected Industries and Automation
(5G ACIA) have formed in Germany with the target of ensur-
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ing that industrial connectivity requirements find their way
into standardization for future deployment. At the same time,
the control engineering research community has made major
progress investigating so-called networked control systems
(NCSs), dealing with the question of how to cope with commu-
nications imperfections (unreliable, latency-prone, data-rate-
limited, ...) and how to reduce their impact on control perfor-
mance through developing robust control algorithms. These
NCS research results stand in stark contrast to previously
assumed QoS requirements for closed-loop control [8], which
eventually sparked URLLC development. They demonstrate
that while real-time applications profit from network capa-
bilities beyond enhanced mobile broadband (eMBB), ultra-
reliable communication (in terms of low packet loss rate
(PLR)) is usually not required for ultra-reliable applications.
In this sense, we believe that the interpretation of URLLC
should be updated from providing ultra-reliable connections
to providing ultra-reliable applications through exploiting the
insights gained from fundamental NCS research. This co-
design of control application and (wireless) communications
(CoCoCo) reformulates communication requirements, which
has the potential to drastically reduce operational expenditure
(OpEx) for manufacturers.

Our work targets to exploit basic NCS research results
towards quantifying the achievable reliability gains for real-
time applications that are designed towards tolerating a few
consecutive packet losses. The spirit of our CoCoCo approach
is centered around the industrial requirements listed above,
which is novel to the best of our knowledge. In detail, our
contributions are:

« Based on a set of connectivity assumptions aligned with
industrial needs, we derive a single-agent failure model
that translates a sequence of packet losses into a failure in
the control application domain by means of an absorbing
Markov chain, incorporating age of information (Aol).
The number of allocated resources in each state de-
fines a so-called state-aware resource allocation (SARA)
scheme.

o Building on the failure model, we derive closed-form
expressions for the key performance metrics mean time to
failure (MTTF), the average number of utilized channels
I, the status update age (SUA) probability mass function
(PMF), and the packet loss sequence length (PLSL) PMF.

o We formulate the optimization problem to obtain the
optimal resource allocation scheme through assigning a
cost to low MTTEF, high [ and high SUA and minimizing
the cost function, yielding optimal SARA.

o After considering only the single-agent case, we extend
the failure model to a system failure model, which
also includes a limited number of available channels.
While the scheduler still attempts to assign the available
resources according to an underlying SARA scheme,
the number of channels may not suffice to satisfy all
agents with the SARA resources that correspond to their
individual single-agent state. We present two admission
control schemes termed random and cliff to decide which
agents will be underserved.

II. RELATED WORK

The prior work, upon which we base the motivation and
approach of this article, is classifiable into three groups: (a)
URLLC, (b) NCS, and (c) value of information (Vol) / Aol.

A. URLLC

In the context of URLLC, 3rd Generation Partnership
Project (3GPP) defines reliability as the complement of the
PLR, i.e., 1 — PLR, whereby a packet is considered lost when
it is not correctly received within the time constraint required
by the targeted service [9]. URLLC was primarily motivated
as drop-in replacement of industrial wire-line communica-
tions solutions [10]-[12] such as Ethercat, SERCOS III, and
Profinet IRT. This requires achieving a PLR lower than 10~°
while simultaneously featuring a deterministic latency lower
than 1ms [8] and one-way payload data rates exceeding
90 Mbit/s [13]. Consequently, great efforts were invested to
achieve these QoS values [14]-[16]. The low latency constraint
often entails that retransmissions such as automatic repeat
request (ARQ) and hybrid automatic repeat request (HARQ)
— the most-established measures in current wireless systems
to ensure reliable data transmission — might not be feasible
[17], [18] and reliability must instead be achieved through
decreasing spectral efficiency (higher TX power, lower code
rate, lower modulation order, multi-connectivity [19]), which
might limit scalability.

B. NCS

NCS research is aimed at enabling closed-loop control over
non-ideal communication channels through optimization of
control algorithms in order to cope with these non-idealities.
They include but are not limited to delay [20], low signal-
to-noise ratio (SNR) [21], competition for resources [22],
coarse quantization [23], and data rate limitations [24]. Sur-
veys on results in this domain were conducted in [22], [25],
[26]. While the above factors are also relevant aspects of
communications networks that need to be considered when
employing real-time wireless control, they will not be the
focus of this article because they are less relevant for industrial
5G networks. Instead, we put our attention on the impact of
packet losses on control applications, since they are an intrinsic
property of wireless networks and can only be mitigated
through increasing wireless resource consumption. A fact that
is often neglected in URLLC-related literature is that control
applications are — proper design implied — capable of tolerating
a limited number of packet losses. This is particularly true
for oversampled control applications, as is often the case
to guarantee reasonable smoothness of operation [27]. Many
works exist that attempt to quantify the packet loss tolerance
for closed-loop control. E.g., the authors in [28] propose a
controller design method for periodic sampling that includes
packet dropouts (and network-induced latency) in the design
process. The authors in [29] extend the analysis to model
reference control. Both do not take the probability of packet
losses into account and guarantee the existence of a stabilizing
controller as long as a certain number of consecutive packet
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losses K is not exceeded, which depends upon the sampling
period, the rate of successful transmissions and the network-
induced delay. Other works also take the probability of packet
losses into account, e.g., [20], [30], [31], and derive upper
bounds on the packet loss tolerance depending on the transmis-
sion success probability. Furthermore, the authors in [32] study
the effects of packet losses and latency in an event-triggered
system of agents and derive the maximum allowable number
of successive packet dropouts that ensures the asymptotic
stability of the overall system, assuming exclusive channel
access. Together with the (recent) specifications given in [5]
and [33], this leads to the important foundation in this article
that control applications can be designed to have an inherent
tolerance against (a limited number of consecutive) packet
losses.

C. Vol and Aol

A considerable number of prior publications exist that
jointly consider the design of control applications and a com-
munications network, most of which target the development of
an optimal scheduler. When considering the best scheduling
policy, it was found that, intuitively, agents that feature the
largest state discrepancy should be scheduled first in order to
maximize control utility, e.g., [34]-[40]. This approach relies
on enough control awareness that the control application’s
necessity for a packet transmission can be estimated in the
network and that it will subsequently be prioritized in case of
a high control state discrepancy. The authors in [41] termed
the potential impact of a packet’s successful transmission on
the reduction of the control state discrepancy as the Vol. The
results of Vol-related research look highly promising, however,
gaining access to lower-layer networking decisions (such as
the scheduler) is a difficult endeavor because this network
functionality is usually highly integrated. Thus, many authors
have decided to estimate the Vol through the Aol instead.
By definition, the Aol is the time that has elapsed since the
generation of the freshest information available at the receiver,
monitoring a remote process at the transmitter, and indicates
the “freshness” of information available at the receiver. Con-
trary to the Vol, the Aol can be monitored by the network
alone and does therefore not require detailed knowledge (in
terms of state-space representations) about the underlying
control application. Through Aol, the value of a packet can be
approximated and control-unaware network optimization can
be performed. This is a compromise that keeps control and
communications fields distinct, which has practical advantages
in industrial environments, yet it provides a high-level network
key performance indicator (KPI) that provides a significant
benefit for real-time applications. The term was introduced by
the authors in [42]. Since then, many more works have been
published that differ in their assumptions regarding (a) the
inclusion [43]-[45] vs. exclusion [34], [46], [47] of packet
losses, (b) slotted [34], [43], [44] vs. carrier-sense multiple
access (CSMA)-based [45]-[47] channel access, (c) single-
user [46], [47] vs. multi-user [34], [43]-[45], (d) single-hop
[43]-[47] vs. multi-hop [34] network, and (e) uniform [34],
[43], [45]-[47] vs. non-uniform packet sizes [44]. All of these

works assume event-based sampling at the sensor, meaning
that sampling can occur anytime. Hence, time synchronicity,
i.e., transmission directly after sampling through a shared
understanding of time, is not assumed. Mostly, the main goal
of these works is to minimize the average Aol present in the
system through the design of optimal scheduling techniques
for their respective system assumptions, generally involving
queuing-theoretic analysis because of the assumption of event-
based sampling. As sometimes the tail of the Aol distribution
has a larger impact on application performance than the aver-
age, especially regarding the control application’s reliability
assessment, further works also attempted to minimize the
probability of exceeding a certain Aol, which they term the
peak age of information (PAol) violation probability. The
authors in [48] introduce the term PAol and explore in a
queuing-theoretic context. The authors in [49] extended this
work to incorporate more accurate models of channel coding,
taking advantage of results in finite-blocklength information
theory for memoryless channels. The authors in [50] proceeded
to drop the memoryless assumption, also taking into account
the temporal correlation of fading channels.

While this article touches on many topics covered in prior
work, it also provides multiple new aspects, which haven’t
been studied before. First, we apply a periodic sampling
and time-synchronous operation because these are key re-
quirements by Industry 4.0. This means that the sampling
action is timed such that data transmission can be carried out
directly thereafter and no random waiting times occur. We
further ensure time synchronicity through a try-once-discard
(TOD) approach, which avoids random-latency-prone ARQ or
HARQ rounds. We assign time-synchronous dynamic multi-
connectivity (MC) on a per-transmission basis within a pre-
allocated resource pool and use semi-persistent scheduling
(SPS) for predictable resource scheduling. These assumptions
all target industrial requirements and will be presented in
greater detail in Section III. While the Vol-related literature
shows that the best trade-off between network usage versus
control utility is achieved when the network is aware of the
control application’s dynamics and capable of predicting plant
behavior, early-stage industrial networks will most probably
not feature interfaces that may be programmed by control
application engineers to make (optimal) scheduling decisions
in the lower medium access control (MAC) network layer.
The abstraction of using the Aol as a cross-layer metric to
approximate information value is suboptimal, yet may prove to
be an elegant compromise. Aol can be incorporated to network
design more easily and will therefore be considered in this
article. Contrary to many Aol-related publications, we do not
attempt to minimize the average Aol but rather target to ensure
a pre-specified PAol violation probability that we express in
terms of the MTTF of the control application. This analogy can
be used because we assume that a control application outage
occurs as soon as the PAol is violated. Due to our connectivity
assumptions, a queueing theoretic analysis is obsolete and
the violation probability may be abstracted as "How likely
is it to lose more than K consecutive packets?”. Contrary to
all prior publications, to the best of our knowledge, we are
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the first to utilize dynamic MC as a tool to ensure a low
PAol violation probability while simultaneously attempting
to achieve a resource consumption that is close to common
bandwidth-efficient single-connectivity. Moreover, we note
that manufacturing businesses demand application availability
guarantees when deploying wireless control solutions as this
relates strongly to OpEx. To the best of our knowledge, no
works exist that provide (closed-form) availability guarantees
with classical performance metrics from dependability theory,
in particular for multiple coexisting agents.

III. SYSTEM MODEL

We assume a set of M agents that need to be served over
the network in the uplink (sensor — controller) and downlink
(controller — actuator) direction. For this article, packet losses
may only occur in the downlink direction, i.e., the uplink
is considered ideal. Future work will also include erroneous
uplink transmissions. All agents feature periodic sampling,
which is common for industrial applications [5], leading
to a constant packet inter-arrival time equal to the control
application’s sampling period 75. Each agent’s sensor sampling
action is assumed to be synchronized with the time grid of
the 5G base station (BS), fulfilling the time synchronicity
requirement stated in Section I. Consequently, the waiting time
between sampling and transmitting is negligible, contrary to
many available publications that were mentioned in Section II.
Hence, the latency between the sensor sampling instant and
the plant receiving an actuator command — if the downlink
transmission succeeds — can be approximated through adding
2 transmission time intervals (TTIs) (uplink+downlink) and the
controller’s computation time. This fixed latency will not be of
further interest in this article because it can be parameterized
to be very low for 5G networks [51]. Furthermore, we assume
that all agents are served wireless resources (in terms of
resource blocks (RBs) in the 5G time-frequency grid) through
SPS [12], [52] from a pre-reserved resource pool, which is
assumed to contain L, channels. The term channel shall
henceforth be used to describe one transmission opportunity
within this resource pool. We assume that an agent is capable
to connect to its networked controller through [ € {0, ..., i}
parallel channels. Any set of channels that are assigned to
an agent for a single transmission are assumed to have a
frequency spacing larger than the coherence bandwidth and the
packet interarrival time is assumed larger than the coherence
time of the underlying small-scale fading process, which is
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Figure 1: System Model

easily achievable through, e.g., channel hopping [53]. Conse-
quently, all transmissions can be regarded as independent in
both frequency and time. This line of argument can be found
in greater detail in our previous work [54]. For analytical
tractability we assume that all channels feature a fixed per-
channel packet loss probability pj,ss. An extension for agent-
specific piss values will be conducted in future work. To
combine all | parallel data streams for one agent, a selection
combining (SC) scheme is considered because of its low
complexity, which allows the combination of channels in
higher network layers, e.g., through cyclic redundancy checks
(CRCs). More sophisticated combining schemes that require
combination on low network layers, such as maximum ratio
combining (MRC), will yield even better results than shown
in this article. Additionally, ideal acknowledgments (ACKs)
are assumed because signaling information (such as ACKs)
can be protected with low-rate powerful codes and have thus
a PLR orders of magnitude lower than that of data packets.
Hence, the impact of erroneous ACKs is expected to be
minimal. The chosen communication architecture allows for
(a) minimal communication overhead due to SPS (as only
dynamic resource assignments need to be communicated on
demand) and (b) for predictability and time synchronicity of
data flow, which is essential for Industry 4.0. All mentioned
assumptions are in accordance with current 5G standardization
[51].

IV. SINGLE-AGENT ANALYSIS

A single agent will be considered in this section. We
structure this section as follows: (a) The single-agent failure
model will be derived, (b) the performance metrics will be
introduced, (c) the optimization problem will be formulated,
leading to SARA, and, (d) the (closed-form) results will be
presented and discussed. While the goal is to minimize the
average number of required channels, we do not assume
resource scarcity in this section. The case of a limited number
of channels will be studied in Section V when the failure
model is mapped to the multi-agent case.

A. Failure Model

The related work has shown that packet losses, i.e., failures
in the communications domain, do not necessarily lead to
a failure in the control application domain. While there are
control applications that truly require ultra-high packet trans-
mission success, many tolerate packet losses to some extent as
long as not too many occur consecutively. The authors in [5],
[9] refer to the term “survival time” to describe the time period
that an application may prolong operation without receiving
an expected packet. PAol and survival time relate to each other
according to

survival time + 7Ty = PAol , €))

where T is the control application’s sampling period. A con-
trol application, for which PAol > (K + 1)7; with K € Ny
holds true, is able to tolerate K consecutive packet losses,
which can subsequently be exploited on a network level.
This constitutes a mapping of (communications-related) packet
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Figure 2: Single-agent failure model.

losses and (control-application-related) failures and is the
first step towards a joint optimization yielding application-
related performance metrics, which are essential for industrial
manufacturing. For clarity, we will henceforth refer to this
mapping as CoCo-mapping. In this model it is assumed that
if K +1 packets are lost consecutively, the control application
will be shut down to avoid damage or, more severely, human
harm. The specific value of K varies depending on the
control application under investigation, the required control
performance and also the chosen sampling period. In our
previous work [54], we determined K = 3 for an example
automated guided vehicle (AGV) use case.

Based on the connectivity assumptions of Section III and
the CoCo-mapping, we propose a Markov chain [55] failure
model, which is depicted in Fig. 2. Please note that henceforth,
the term “state” will refer to a state in the Markov chain failure
model unless otherwise mentioned. We highlight this explicitly
to avoid confusion with other CoCoCo-related publications
that commonly refer to control states (or estimations thereof)
of a state-space description. In the presented model, an agent
is considered in state s; with k € {0,..., K + 1}, where k
denotes the number of consecutive packet losses that occurred
immediately before entering si. For instance, in sy the last
two transmissions failed. Consequently, when a transmission
succeeds, the state sq is entered. Whenever a packet is lost with
transition probability py, the state index is incremented by one.
The rightmost state sx; of Fig. 2 denotes the only failure
state because it refers to K + 1 consecutive packet losses.
All other states are considered “up”. The failure state Sg 4
is absorbing since it is unclear how to proceed with operation
after K + 1 consecutive packet losses have occurred. Note
that with the stated connectivity assumptions (periodic trans-
missions, negligible latency, lossy downlink, ideal uplink), the
number of consecutive packet losses linearly translates into
the Aol, and consequently losing K + 1 consecutive packet
translates into the Aol exceeding the PAol.

B. Performance Metrics

In dependability-related wireless communications literature,
the term availability is used to describe the ratio of time in
which a particular radio service works as intended, which com-
monly resembles the PLR [56]. This terminology is especially
useful for processes that converge to a meaningful steady-state.
Such processes are characterized by a non-zero probability of
leaving a “down” (failure) state (and re-entering an “up” state).
For instance, the stochastic nature of outages experienced due
to small-scale fading, which are most commonly investigated
as cause of failure in ultra-reliable communications (URC)

research [57], leads to the classical PLR as a meaningful
steady-state performance metric. Processes, however, that do
not transition out of the failure state such as the model
presented in Fig. 2 will evidently not lead to meaningful
steady-state results. Processes of this kind are better described
through time-based metrics, such as the mean time to failure.
Hence, in the following we will introduce the communications-
related availability and the application-related MTTF. Building
on this, we will also derive closed-form solutions for the state
probabilities 7 and the average number of assigned channels
[. In addition, we introduce two metrics which characterize
the Aol.

1) Availability: With the connectivity assumptions stated in
Sec. III, the availability is given as

pr=1-pik, )

where [, characterizes the number of parallel transmission
channels assigned in state s; and, consequently, p; describes
the success probability of that transmission. The failure prob-
ability is therefore py, = 1 — pg.

2) Mean Time to Failure: Through the CoCo-mapping of
the failure model, the application-related MTTF can be derived
for a single agent as

MTTF = T,eqN1T , 3)

when initialized in so, with eg =[10 ... 0], 1 =11 ... 1]
and N = (I —Q)~! as the fundamental matrix of the ab-
sorbing Markov chain [58]. Therein, @ denotes the transition
probability matrix of all transient states, i.e., all states whose
exit probability is greater than zero. It is extracted from the
transition probability matrix P of the Markov chain in Fig. 2
via (all zeros are omitted for readability)

[P0 Po |
P D1 R
P= = @ 4
0 1
PK DK
- 1 -

3) Packet Loss Ratio: For comparison, we also introduce
the traditional, communications-related PLR after combining,
thus different from pj,ss. With the probability vector

€0N

T N1 ©)

of being in each transient state during operation, it can be
derived via
PLR~1—mg , ©6)

where 7 is the probability of being in state sg, hence, the
first element of . The intuition is that whenever a state
different from sq is entered, a packet transmission failure must
have occurred. The approximation stems from initializing the
Markov chain in sg.

4) Average Number of Assigned Channels: With 1 as a
cost vector that gathers the number of channels [; assigned
in each state s, the average number of parallel channels [
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used throughout operation can be calculated as
[=1IxnT. (7)

5) Age of Information: As introduced before, the number of
consecutive packet losses may be interpreted as the Aol for the
stated connectivity assumptions. Two Aol-related metrics are
introduced as KPIs: The first is the status update age (SUA) 7,
whose PMF describes the age distribution of the most recent
successfully received packet. Formally, 7 is defined as

T=t—t", (8)

where ¢ represents the current absolute time and ¢’ stands
for the time of the last successful packet arrival at the re-
ceiver. Originally, 7 was defined as a time-continuous random
variable [59], however, as our connectivity assumptions state
slotted operation, we evaluate 7 only at the sampling instants
and thereby transform 7 into a discrete-time quantity. The PMF
of 7 is equal to the state probabilities , i.e.,

fr(k)=m,, ke{0,.,K}, )

since the Markov model was specifically designed to in-
corporate the SUA information. The second is the packet
loss sequence length (PLSL) 6 whose PMF describes the
number of unsuccessful transmissions between two successful
transmissions. 7 evaluates the Aol from a control application
standpoint while 6 views it from a communications perspec-
tive. The PMF of 8 can be derived directly from the Markov
model presented in Fig. 2 by calculating the loop probabilities
of all loops originating in so.
k-1
Pk H ﬁm

k=0

K
11 2s, k=K+1.
k=0

ke{0,.., K},

fo(k) = (10)

In the next section, it will be shown that by changing the
number of parallel channels [; assigned in each state s; of
the individual agent’s Markov model, see (2), the transition
probabilities can be tuned such that a high MTTF can be
achieved, while at the same time the average number of
assigned channels [ is kept low.

C. State-Aware Resource Allocation

The fundamental idea behind our presented SARA approach
is to dynamically alter the number of parallel channels depend-
ing on the agent’s SUA. This can be understood as multi-
objective optimization, constrained to an integer number of
links (in this article). Formally:

lOpt =arg Hllln {gMTTF(MTTF(l))vgT(fT(l))vg[( (l))} (11)
subject to I, € {0,...,1}

All functions g(.y constitute penalty functions, which must
be carefully designed by control application engineers, as
MTTF and [ directly influence OpEx, while f, influences
control performance. Due to the heterogeneity of control
applications, there is not one single optimal SARA solution

and the choice of all functions g(.y is highly subjective. The

form (exponential, polynomial, etc.) and weights (prefactors,
exponents, etc.) of all functions 90y and their relation to one
another must be carefully balanced to reflect the trade-off
between OpEx and control performance. However, in general
it was observed that SARA schemes featuring a low number
of channels in the first states and a large number of channels in
high states (increasingly many parallel channels for increasing
SUA) exhibit a good MTTF <+ f, < [ trade-off, making it
decreasingly likely for packet losses to occur consecutively
the longer the current number of consecutive packet losses is.
This enables to significantly increase the MTTF while keeping
[ low [60].

The number of parallel channels that can be assigned
simultaneously to a single agent is considered to be limited
to [ = 4 in this article because each parallel demodulation at
the receiver requires a costly physical layer (PHY) signal pro-
cessing chain in hardware. Also, choosing a lower [ facilitates
achieving uncorrelated packet transmissions, as was assumed
in Section III.

Since the optimization problem in (11) highly depends
on the chosen penalty functions g(.), we present a set of
sensible solutions in this article, which stem from different
quadratic penalty functions gmrrr, g-, and g;. We apply the
following notation: Adaptation schemes that follow a regular
pattern are denoted as S, with ¢ indicating the base number
of channels, i.e., the number of channels allocated after
a successful transmission; and j indicating the number of
channels added for each consecutively lost packet. Whenever
a packet is transmitted successfully, the number of channels
is reset to the base value of the scheme. Sﬁx corresponds
to a MC approach with [, fixed channels, termed static
schemes in the following (URLLC baseline for comparison).
The schemes that are considered in this article are summarized
in Tab. I. Please note that also two schemes are considered
that do not follow a regular pattern. We term the first one Sy,
with the subscript standing for relax-full since the first packet
loss does not trigger a channel increase, while the second
consecutive packet loss triggers the full amount of parallel
channels available. We term the second one Sif, with the
subscript standing for one channel allocated after a successful
transmission, but making sure that the maximum number of
parallel channels are allocated when k = K, ie., lx = I.
Then, with decreasing k, the number of channels is always
decreased by one; however for k£ = 0, always one channel will
be assigned. Please also note that as k increases, the number
of assigned channels for S% and S; is clipped to [ =4 at
k = 4 and k = 3, respectively. In Tab. I, when K < 4, the
schemes are accordingly truncated, e.g., when K = 2 for S},
the link assignment will be 1 — 2 — 3. In order to ensure
a fair comparison regarding the MTTF, the sampling period
T, is adjusted to K such that (K + 1)7y = 180ms, which
corresponds to the determined PAol of the control application
in [54]. While this ensures a fair performance comparison
in terms of dependability, we emphasize that the control
application smoothness will decrease when 7 increases and it
is up to the control engineer to specify an upper bound on T
(lower bound on the smoothness) [27]. In digital control, the
guideline for good stability and smoothness is to oversample
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TABLE I: STATE-AWARE RESOURCE ALLOCATION — EXAMPLE SCHEMES.

consec. lost packets k
0 1 2 3 4

K class

211 1 1 11

912 2 2 2 2| {0...4} | 2
= g0 Iz
'2 3
gs} 12
. {1....4}
Sosll2 3 4
o
5 2
gsrf11444\{2,,4}\§

=]
2 1 4 z
1 3 4

[corresponds to Si]
1 1 2 3 4

A W N =

TABLE II: SAMPLING PERIOD VS. PACKET LOSS TOLERANCE INTER-
DEPENDENCY. [54]

K‘O 1 2 3 4

Ty

180ms 90ms 60ms 45ms 36ms

by 10-20 times, see [27] for details. While within this article
we limit ourselves to the schemes presented in Tab. I, other
schemes may be optimal for different solutions of (11).

D. Results

The dynamic resource allocation of SARA can improve the
control application’s MTTF by orders of magnitude compared
with the static multi-connectivity baseline, while simultane-
ously keeping the average channel consumption low, as we
have previously shown in [60]. Tab. III shows the analytical
results of the introduced performance metrics PLR, MTTF,
and [ for K = 3 tolerable consecutive packet losses at an
exemplary per-channel packet loss probability pioss = 10 %
and a sampling period 7y = 45ms. We observe that the
MTTF improves by 100x from 8 weeks to 16 years for the
SARA scheme S} compared to static dual-connectivity S9,
while only using approximately half the amount of parallel
channels on average (1.09 compared to 2). For S%, the resulting
PLR remains over 9%. This clearly shows that when the
network is capable to adjust its operation to better serve the
needs of closed-loop control applications, even high resulting
PLR values do not necessarily lead to an Aol-induced control
application outage. While the PLR for Sg is approximately
one order of magnitude lower than for Si, the MTTF is 100x
greater. This shows that a low number of base channels and
a dynamic increase of channels only when it matters simul-
taneously decreases the average resource consumption and
increases the control application’s MTTF by orders of magni-
tude. Another interpretation of this is that SARA temporally

TABLE III: RESULTING PERFORMANCE METRICS FOR K = 3 AND pross =
10 %. FOR MTTF, THE SAMPLING PERIOD IS Ts = 45 ms.

average packet mean time average

loss rate to failure cost

scheme

PLR MTTF ¢

sY 100.0x1073 8 minutes 1.00
s9 10.0x1073 8 weeks 2.00
S9 1.0x1073 1.4k years 3.00
S1/Sis 91.7x1073 16 years 1.09
S5 9.9x10~3 14 millennia 2.01
St 99.1x1073 16 years 1.03

negatively correlates the occurrence of packet losses. That is,
the packet loss sequence length is kept short through reacting
to packet losses and dynamically increasing the number of
channels used in the subsequent transmission. While this does
not reduce the PLR significantly, it reduces the probability of
long packet loss sequences by orders of magnitude.

This potential is also demonstrated in Fig. 3, which depicts
the performance of different adaptation schemes with varying
per-channel packet loss probabilities p.ss for K € {0, 1,3}.
At K =1 and a target MTTF of 10 years, Sé requires only
Ploss = 10% (= 2.01) compared to static MC scheme Sg,
which requires pios = 3% (I = 2.00) and therefore might
lead to a significant coding overhead. Intuitively, at K = 3
(or in general at higher K values), the susceptibility to high
Dloss Values decreases as all curves move further to the right.
For low pjoss values, the shown curves diverge, which shows
that SARA gains are enhanced. For example, when comparing
SY (I =1)and S (I = 1.03) at K = 1 and pioss = 1%, the
MTTF can be increased from = 15 minutes to =28 years, a
factor of ~ 1 million through increasing the average channel
consumption by only 3 %.

The PMFs of 7 and 6 of all resource allocation schemes are
depicted in Fig. 4 for K = 3. To display all information in
one diagram, the data are presented columnwise, i.e., each T
(=) and 0 set (+) sums up to one. Please note that while 6
also includes a value for k = K + 1, the SUA is only defined
until £k = K. We observe that first, the difference of 7 and 6
is negligible because pjoss = 10 % is significantly smaller than
1 and, hence, all state visits of states s; for k € {1,..., K}
transition into sy with probability 1 — 10~%, which is always
close to one. Second, the ratio of 7(k)/7(0) and 6(k)/0(0) for
k # 0 can be explained approximately through the number of
transmission opportunities. For example for Si, 7(3)/7(0) ~
109 because in order to reach s3, 1+2+3 = 6 transmissions
must have failed. Hence, through setting the number of parallel
channels [, in each state sy, a certain distribution for 7 and
@ will be achieved. For instance when comparing S% and Sy,
we observe that packet loss sequences of length k = 2 are
obtained in 1/100 for S;¢ while they only occur in 1/1000 (ten
times less frequent) for S% due to assigning two channels in
s1 instead of one.
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Figure 3: Performance of different SARA schemes regarding pjoss and MTTF.
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V. MULTI-AGENT ANALYSIS

In the last section, the application’s dependability benefits
of a single agent were demonstrated. Naturally, the question
arises how SARA performs when applied on system level
where (a) the number of agents is greater than one and (b)
the number of available channels is limited.

A. Failure Model

We introduce a system of M homogeneous agents of which
each individually operates according to the Markov chain
depicted in Fig. 2. This means that each agent is able to
tolerate K consecutive packet losses before ultimately fail-
ing, i.e., reaching the absorbing state sx ;. We introduce a

superimposed Markov chain that agglomerates all individual
agent states to a single system state

12)

S‘SO‘7|51|7---7|5K+1| .

Thereby, |si| denotes the amount of agents that currently
reside in state sg, consequently, Z,Ifjol |si| = M. Please note
that for the system state only the number of agents in each
state s, matters and not the specific set of agents.

We define that the system is down as soon as the first
agent fails, i.e., [sg11] > 0, else it is up. All down states are
collapsed to a single down state 54 and the last index in (12)
corresponding to |sx 1| is dropped from the notation as it will
take the value O for all up states. For more concise notation,
we introduce a linear index i € {0,...,Z,, — 1} for all up
system states, with Z,, describing the number of up system
states. Thereby, all system states S|, | |s,],...,|sx| are sorted in
descending order by their subscripts from left to right and
mapped to S;.

1) Admission Control: We introduce a number of L,, avail-
able channels to the system. As L,, might not suffice to serve
all agents according to the underlying SARA scheme, some
agents must be underserved in some system states. The system
does not have enough parallel channels if L,y < Lyeq(.S;), with
Lyeq(S;) as the total number of requested! channels (by all
agents) in state .S;. Hence, Lyeq(S;) — Lay channels need to be
“denied” by admission control, constituting a system-induced
deviation from the presented SARA resource allocation in
Tab. 1. In this article, two admission control schemes are
considered, which extends our work in [61].

random From the set of all requested channels, L,, are
randomly selected and assigned; the rest will be denied.
We stress that whenever an agent was denied a channel,
it is still susceptible to be denied another as long as
Lreq(Si) > L,,. Hence, there might be agents that are
denied all requested channels, leading to a guaranteed
packet loss and, consequently, a transition from s;, — sg41
for these particular agents.

cliff Agents in higher individual states (k large) are prioritized
over agents in lower individual states (k small). That is,
agents that have lost more consecutive packets most re-
cently are prioritized over agents that successfully received
a packet more recently. The “cliff” metaphor refers to
prioritizing agents closer to “falling off the cliff”.

2) Transition Probabilities: To derive the transition proba-
bilities of the system Markov chain, we revisit the individual
agent’s Markov chain in Fig. 2. Therein, the state transition
probabilities p; were determined by the chosen resource
allocation scheme summarized in Tab. I. In the system case,
the number of channels for each agent is not only determined
through the chosen scheme and its personal state s, but also
through admission control that might assign fewer channels if
Lay < Lreq(S;). Thus, the transition probabilities and, conse-
quently, all performance metrics additionally depend upon L,,.

IHere, the term “request” is used to refer to the number of channels [y, that
each agent in sg, is supposed to receive according to the ideal SARA schemes
presented in Tab. I. This should not be confused with a classical transmission
request of cellular networks.


https://doi.org/10.1109/TCOMM.2021.3095953

The approach to derive the transition probabilities is applied
combinatorics and the details shall be omitted for conciseness.
The process is summarized by the following steps.

1) Fix M, K, L,,, and the resource allocation scheme. Keep
in mind that the resource allocation scheme can only be
implemented for every agent in a particular time step if
enough channels are available. Channels may be denied
according to the random or cliff admission control scheme
if, in total, too many are requested.

2) Calculate the set of all up system states according to (12).

3) For every up system state, calculate all possible sink
states.

4) For every up system state, calculate all possible channel
allocations. For the cliff admission control scheme the
channel allocation is deterministic, i.e., given the state,
the channel allocation is fixed. For the random admission
control scheme however, there are a multitude of possible
channel allocations, each with their respective probability.

5) Determine the probability of reaching each possible sink
state for each possible channel allocation via (2) and
applied combinatorics.

6) Combine each channel allocation probability with the
probability of reaching a given sink state with this par-
ticular channel allocation.

7) Combine these probabilities for each sink state.

B. Performance Metrics

Analogously to the individual agent’s MTTF, we introduce
the MTTF,y, on the system level. Please recall that the system
is defined as down as soon as at least one agent fails, i.e.,
reaches its individual sx; state. It is known that the time to
failure (TTF) distribution for a Markov chain with one absorb-
ing (failure) state is phase-type, which can be approximated by
an exponential distribution [62]. It can be shown that the mini-
mum of M independent and identically distributed exponential
random variables TTF,,, with m € {0,...,M — 1}, which
refers to the earliest failing agent, reduces the expectation
by a factor M, i.e., E[min,, TTF,] = 3;E[TTF,,]. Hence,
the maximum system-wide MTTFys, MTTF gy max, which is
achieved without any limitation of channels, approximately
reduces by a factor M compared to the single-agent MTTF,

i.e.,
MTTF MTTF

M =~ < .
MTTFgysmax ~ MTTFgy

(13)

This is intuitive because instead of only one agent potentially
failing, there are M agents potentially failing.

The derivation of MTTF,y is a known procedure for absorb-
ing Markov chains and is performed analogously to (3)-(4).
Hence, when initializing in S, (all agents in s),

MTTFys = Tseq Ny 1T, (14)

where Ny, denotes the fundamental matrix of the system
Markov chain. Also analogously,

eONsys
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Figure 5: Verification of closed-form MTTFys expression through extensive
system-level simulation.

comprises the probabilities of being in each transient state
during operation, i.e., the system version of (5). Additionally,
we introduce 1(L,y) denoting a (1 x Z,;,) vector indicating all
states, in which all available channels or more are requested,
and, hence, whose elements are composed through

T

16
0 else (16)

Then, the term channel saturation ratio n shall describe the
proportion of time in which all L,, channels are in use as an
indicator for the value of adding an additional channel.

eONsys]-(Lav)T

L =
T]( aV) eONsys]-T

a7

C. Results

In this section, we will first verify the presented closed-
form model with system-level simulations. We then proceed
to evaluate the derived performance metrics MTTFys and 7 for
all resource allocation schemes of this article, also highlighting
the impact of the introduced admission control strategies
random and cliff. Apart from the system-level verification,
the per-channel packet loss probability is set to pjos = 10 %,
following the throughput-optimizing design recommendations
in [63], which enable a high spectral efficiency. Only for
the system-level verification, pj,s Will be increased to 30 %
because otherwise the simulations would take months or even
years for a reasonable statistical significance.

1) Verification through System-Level Simulation: Fig. 5
shows the results of extensive system-level simulation for the
schemes S[f, SY, and S% at M = 20 for pioss = 30 %. Each sim-
ulation was run until at least one agent failed and the number
of runs was 10° for each data point. The simulated MTTFy,
values are shown as colored markers and for comparison, the
closed-form MTTFys from (14) is shown as stair plot. The
99 % confidence intervals determined via the large sample
confidence interval method is also plotted (in black). They
are barely visible because the simulations match the analytical
results very well.

2) Applicability on the System Level: From now on,
only closed-form results will be presented. Fig. 6 compares
MTTFys vs. Ly for M = 20 and K = 3. Please note
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the logarithmic ordinate axis and the human-readable time
units. We stress that the computation time of MTTF for
each data point solely depends on M and K and amounts
to approximately 3 seconds in this scenario. Because the
alternative system-level simulation also depends upon pjoss,
which is set to 10 % here, the simulation time with reasonable
statistical significance amounts to years for this parameter set,
underlining the need for an analytical solution.

As expected, each resource allocation scheme features an
MTTF,y = 180ms = (K + 1)T for L,, — 0 because at least
one agent is not allocated any channel during this time and,
thus, passes straight through the single-agent Markov chain
(see Fig. 2), reaching the down state in the shortest possible
time. On the other extreme, for L, — oo, the MTTF
reaches its maximum value (displayed with a colored dashed
line), which can be calculated through (13). Please note that
the graphs for S} and S;¢ overlap to a significant extent.

The SARA schemes S%, S%, and S, show clear benefits over
static MC, i.e., S(l), Sg, and Sg. Comparing S% and Sg (static
dual-connectivity) for example, multiple advantages stand out:

1) S} features a 100x improvement in terms of MTTFys max
over SY.

2) SARA can also be applied to a multi-user system with
limited resources in an efficient way. Reaching the iden-
tical MTTF,ys requires fewer available channels L,, for
S%. Sg reaches its MTTFgymax = 3 days at Ly, = 40
(for both admission control schemes), while the same
MTTFy is reached for S} at only L,, = 23 (random)
or even L,, = 18 (cliff).

3) Comparing the respective

MTTFysmaxs S also

proves to scale better. 99% of the maximum
value  (0.99 X MTTFgysmax = 9 months) is reached
at L, =29 (random) and L, =25 (cliff),

respectively, for S} and therefore earlier than for
S5 (0.99 x MTTFyysmax &~ 3 days) at L, = 40. That is,
the 100x MTTF,y increase requires only between 63 %
and 73 % of the channels, depending on the admission
control scheme under consideration.
In general, the static schemes perform slightly better than the
dynamic SARA schemes only for a low number of available
channels (L,y < 16). However, in these cases there are less
available channels than agents, such that in fact all static
schemes become dynamic due to the cliff admission control
scheme, supporting the advantages of dynamic and state-aware
resource allocation. Furthermore, these scenarios rather reflect
situations of peak load with a higher number of agents than
usual, since a reliable system that does not involve a reduction
of the effective sampling rate by design should provide at least
L,y = M channels. Overall, an analysis as the one shown
in Fig. 6 provides a valuable tool for a reasonable choice
of the best resource allocation scheme with respect to the
MTTFqys max depending on the situation at hand.

3) Comparison of Admission Control Schemes: Comparing
the random and cliff admission control schemes in Fig. 6,
the random scheme for all static resource allocation schemes
is shown to produce convex curves without sudden jumps,
yielding an increasing gain in the high-L,, regime until the
MTTF,y, saturates at 20 (S?), 40 (S9), and 60 (S}) available
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Figure 6: Dependency of MTTFgs on Ly for M = 20 and K = 3 at
Ploss = 10 %.

channels, respectively. This comparatively late gain increase
might be undesirable in the sense that it makes choosing
an operating point difficult, as every channel added to the
system increases the performance not only absolutely but also
relatively. In other words, every channel added to the system
is more valuable to the system than the last. The graphs
of all dynamic resource allocation schemes in comparison
also feature curves without sudden jumps for the random
admission control scheme, however, they are convex only in
the beginning, but become concave and flatten out slightly
when approaching MTTFy max.

In comparison overall, it is demonstrated that the random
scheme is inferior to the cliff scheme for all L,,, confirming
the intuitive assumption that in case of too few assignable
channels, it is beneficial to prioritize agents in higher individ-
ual states over lower individual states. Since the cliff admission
control scheme has proven to be superior over the whole range
of L.y, all resource allocation schemes, and also all values M
and K, the random admission control scheme will be omitted
in the following for better readability.

All MTTFgy curves with cliff admission control feature
an earlier, steeper and coarser development compared to the
random scheme. Fig. 6 shows clearly that in terms of MTTFy
increase there are certain regions where adding another chan-
nel to the system is extremely beneficial, e.g., the 29th channel
for the static three-fold connectivity scheme Sp, whereas in
other ranges, adding another channel does not provide much
gain, e.g., the 44th channel for Sg. The locations which
feature a steep MTTFys increase can be explained through
a termination of a system-induced oscillation that results as
a combination of a particular resource allocation scheme, the
cliff admission control scheme and a particular L,, value. We
will explain this by means of an example, however, a similar
explanation can be found for all major steps in Fig. 6. Consider
the Sg scheme at L,, = 28 and L,, = 29 that differ by
one order of magnitude in terms of MTTFy,. Fig. 7 shows
a section of a simulation conducted for both cases. In Fig. 7a,
the individual agent states are displayed and in Fig. 7b, the
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Figure 7: Sample system simulation for Sg with M = 20, highlighting the state oscillations in L,y = 28 (left, respectively) that can be terminated by adding

one more channel, Lay = 29 (right, respectively)

allocated channels are shown. For L,, = 28, when Si280,0
is reached, i.e., 12 agents are in sy and 8 agents are in si,
the 28 available channels are distributed the following way:
Since 8 agents will be prioritized by the cliff admission control
scheme, they receive all channels that they request, i.e., 3,
totalling 3 x 8 = 24 channels. This leaves 4 channels. Since
the other 12 agents are in the same (lower) state sg, these
remaining 4 channels will be distributed equally, resulting in
4 agents receiving one channel while 8 agents receive none.
Hence, 8 agents are completely excluded from transmission,
consequently being forced to transition into s;. This completes
the cycle because in the next time step, also at least 8 will
be in s; (even more when packets are lost), being prioritized
over the other agents, and so forth. This cycle is broken up by
introducing one more channel to the system, i.e., L,y = 29,
because one more agent in sg can be assigned one channel.
Hence, only 7 agents are forced into s;, slowly breaking
down the oscillation. Consequently, the probability of being
in the higher state s;, which is closer to failing, is reduced
dramatically, which improves the MTTFy.

4) Impact of the Packet Loss Tolerance: The packet loss
tolerance K has a great influence on the achievable MTTFy
since it corresponds to the system’s temporal diversity. Fig. 8
shows the MTTF,, for K € {0,1,4} (the case K = 3
was already evaluated in Fig. 6), highlighting the trade-off
between the necessary number of channels in the system vs.
K when targeting a specific MTTFy. For instance, when
K = 0 in Fig. 8a, triple-connectivity (Sg) will only yield
MTTFy, < 1minute. Since every added static channel in-
creases the MTTFgy, by approximately one order of magnitude
given the assumptions of Section III, 10 channels will be
required per agent to ensure a MTTFg,, ~ 1year. Ignoring
the fact that 10 parallel channels violate the limit of [ =4,
this also requires L,y = 200 system channels for M = 20
agents, underlining the enormous resource usage of static
MC with no packet loss tolerance. Please note that in the
baseline case K = 0, SARA cannot be applied because
the system is already considered down after the first lost
packet and, hence, there is no headroom for reacting to
packet losses. For K = 1 in Fig. 8b, three static parallel
channels (Sg) lead to MTTFy ~ 1 hour. Due to the increased
temporal diversity from tolerating K = 1 consecutive packet
losses, every additional static channel increases the MTTFy

by roughly two orders of magnitude instead of one. Hence,
only 5 static parallel channels will be required to reach a
MTTFy, ~ 1year. Also, K = 1 enables to apply a one-stage
SARA, already highlighting SARA’s potential by increasing
the MTTFys by roughly K = 1 order of magnitude (compare
S? e S% and Sg > Sé), only with marginally increased
resource consumption in terms of L,,. In Fig. 8c, in which
it is assumed that the control application is able to tolerate
K = 4 consecutive packet losses, SARA’s enormous potential
is highlighted. The MTTFy, increases towards (theoretically)
thousands of years while still only requiring L,, = 24 channels
in total. Keeping in mind that the design guideline for digital
control applications is to oversample in the range 10 to 20 in
order to achieve a reasonable smoothness (corresponding to 20
to 40 times the closed-loop system bandwidth) [27], a value
of K = 4 is reasonable and often available for free if isolated
smoothness interruptions are acceptable (which depends on the
control application under consideration).

5) Age of Information: The SUA and PLSL can be eval-
uated not only for the single-agent case, see Section IV-D,
but also on system level; 75, (SUA) and 6y, (PLSL) denote
the system-related quantities. From a network perspective, Oy,
provides particularly valuable insight regarding the frequency
of packet loss sequence lengths, including system effects such
as the state oscillations that were highlighted in Section V-C3.
Fig. 9 shows the PMF dependency of 7y and s, on Ly,
respectively, for the resource allocation schemes S% and Sy
when employed on system level. Please note that L,, is not
the argument of the PMFs but rather a parameter such that at
each L,, value, all graph values sum up to one. In other words,
the diagrams depict the development of the distributions as L,y
increases. As expected, when L,, — 30, the same values as in
Section IV-D are obtained because the agents almost always
are assigned the number of channels they request and, hence,
there exists no system-induced limitation. However for lower
values of L,,, the aforementioned state oscillations can be
observed. For example at L,, = 16 for both Si and S, there
exists a state oscillation that loops through the states sg, si,
and s» as can be seen in both diagrams. 75, shows an equal
probability of being in each of the involved states, indicating
that entering sp from sy and s, respectively, is virtually
impossible (due to lack of channels that are assigned in those
states). This is confirmed by 6y, which shows that s¢ is almost

© 2021 IEEE. Personal use of this material is permitted. Permission from IEEE must be obtained for all other uses, in any current or future
media, including reprinting/republishing this material for advertising or promotional purposes, creating new collective works, for resale or
redistribution to servers or lists, or reuse of any copyrighted component of this work in other works.


https://doi.org/10.1109/TCOMM.2021.3095953

I L L L L L N S ) B O B O B R B \\\\\I},ﬂ\\\\\\\\\\\\
USa A
1010 - o [ L
10° | 1T -
= el S E e
TS e f S
=
= 100) 1| 10 i
1 Si
0 1 A I S5 g0 F-
) . s s}
100 |- §9--—— 59
77?777\1\\\\\\\\\\\\\\ _V_F'ﬁ\\\\\\\l\\\\\\\ T T T I O B B
0 20 40 60 80 O 20 40 60 80 O 20 40 60 80
Lav Lav Lav
(a) K=0 b K=1 ) K=4
Figure 8: Dependency of MTTFsys on the packet loss tolerance K.
— S0 S1 S9 S3 — k=0 k=1 k=2 k=3 — k=4
_S% T Srf _Si __'Srf
1
0.8}
oy 2
= = 0.6
2 2
£ S 0.4 i
A A o
02} Llﬁﬁ | :
1]
0 \ \ ‘ | | 0 — . ) |
0 5 10 15 20 25 30 0 5 10 15 20 25 30

(a) Development of 7gys PMF versus Lay.

(b) Development of Osys PMF versus Lay.

Figure 9: Aol PMF development over L,y for S% and S;¢ resource allocation schemes.

always entered coming from s, (the yellow graph is close to
1). This state oscillation is broken up at L,, = 18 for st
however, a state oscillation involving sy and s; (without s2) is
entered immediately. Finally, at L,, = 21, state oscillations are
entirely broken up. For S, the state oscillation incorporating
the states sg, s1, and so is broken up later compared to S% at
L,y = 20, however, the state oscillation involving only sg and
s1 1s avoided.

We stress that the state oscillations resulting from the cliff
admission control scheme should be avoided because they in-
crease the effective sampling period 7§ of the application by a
factor corresponding to the oscillation length (in the examples
above first three and then two, respectively) and thereby also
increase the overall Aol in the system. Consequently for S%
and S;s, L,y > 23 should be chosen.

6) Channel Saturation Ratio: The sum of requested chan-
nels in each system state S; was introduced earlier as Lyeq(.S;).
Moreover, the channel saturation ratio 1 was introduced,
indicating the proportion of time spent in any state .S; that

requests all L,, available channels. 7 is displayed in Fig. 10
for M = 20 and K = 3. Obviously, the 21st (for s‘{), 41st
(for Sg), and 61st (for Sg) channel do not offer any benefit to
the system, explaining the abrupt drop in 7. As expected, the
dynamic schemes result in graphs that feature a more gradual
decrease because starting at the 21st channel (for S%) and
the 41st channel (for S%), respectively, not all system states
request all available channels, i.e., there is at least one S; with
Lyeq(Si) < Lay. In other words, this indicates that additional
channels are used by some (but not by all) system states and,
thus, they are being wasted in these particular system states.
Hence, in the following, we introduce an overprovisioning
scheme that, in addition to all requested channels, also assigns
all spare channels.

7) Enforcing Full Channel Saturation: To exploit n = 1 for
all resource allocation schemes throughout the entire operation
time, we introduce an overprovisioning scheme that distributes
spare channels. For conciseness, we limit ourselves to an
overprovisioning strategy that prioritizes agents in higher indi-


https://doi.org/10.1109/TCOMM.2021.3095953

10°
1072 1

1074 | S

w»n
Vo
=

TN T T N A TR T AT VNI N M A Y |

0 10 20 30 40 50 60 70
Available channels L,

10710

Figure 10: Channel saturation ratio n for M = 20.

vidual states. Similar to the cliff admission control scheme, our
analysis has shown that prioritizing agents in high individual
states maximizes the MTTF, compared to schemes that
prioritize agents in lower states or distribute the resources
randomly. As before, at most [ channels can be assigned to
each agent simultaneously and whenever multiple agents are
equally close to failing, the channels are distributed equally.
Fig. 11 shows the results for M = 20 and K = 3. Please note
that since every added channel until L,, = IM = 80 will be
assigned regardless of being requested or not, there exist no
individual MTTFys max values anymore. Multiple observations
stand out:

1) All static MC resource allocation schemes are effectively
turned into dynamic SARA schemes through overprovi-
sioning. The MTTFgy, increase in the range 21 < L,, <
23 for the S? scheme is roughly two orders of magnitude
per additional channel, clearly highlighting the added
benefit of dynamic MC. When compared to S5, S with
overprovisioning surpasses the performance of Sg at only
2 added channels, i.e., L,, = 22. This extreme increase
can also be observed for Sg (at L, = 41) and Sg (at
L,, = 61), clearly showing that statically distributing
the channels is sub-optimal for increasing application
dependability.

2) For illustration purposes, we introduce the Sg scheme,
corresponding to each agent requesting no channels.
Consequently, when overprovisioning is deactivated,
MTTFy, = 180 ms, corresponding to a guaranteed sys-
tem failure after & + 1 time slots (the minimum value,
see dashed line on the bottom of the diagram). However,
when overprovisioning is activated, Sg behaves similarly
to the SARA schemes, underlining the fundamental idea
of prioritizing agents in high individual states. Especially
in the L,, < 18 domain, S}, S, S%, and 58 perform
identically because they result in the same final resource
allocation for each system state, just approached from
different directions (denying channels versus overprovi-
sioning).

3) As soon as there are enough channels available that the
underlying scheme is always overridden by the overpro-
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Figure 11: MTTF;ys development while ensuring full channel saturation (1 =
1) through overprovisioning, i.e., distributing spare channels while prioritizing
agents in higher individual states.

visioning, all schemes lead into the same graph because
they do not influence the allocation anymore; in our
case when L,, > 61. Please note that the (theoretical)
MTTFys max =~ 800k years at L,, = 80 is the absolute
maximum achievable MTTFy with the boundary condi-
tions [ = 4 and K = 3, corresponding to static MC with
four parallel channels and enough channels to serve all
agents all the time.

VI. CONCLUSION

Building on the knowledge that most control applications
are able to tolerate a certain number of consecutive packet
losses as long as a given maximum bound on the Aol
is not exceeded, this article introduces the dynamic multi-
connectivity concept SARA that is able to adaptively change
the number of parallel channels that are used for transmis-
sion depending on the number of packets that were lost
previously. This enables to increase the mean time to failure
by orders of magnitude while keeping the average resource
consumption in the range of single-connectivity. This article
furthermore develops a closed-form system model — verified
through extensive system-level simulation — which extends
the single-agent analysis to multiple agents that compete for
a limited number of channels. The system-wide MTTFy is
considered in addition to the single-agent MTTF, which leads
to much stronger statements, as each agent is considered as
a single point of failure. It demonstrates that using closed-
loop control applications in conjunction with networks that use
SARA is highly feasible in terms of the amount of channels
required, also in a multi-user system with competition for
resources, because of a significant statistical multiplexing gain.
The optimal resource allocation can be determined through
solving a given optimization problem. As an example scheme,
dynamically adding one link per lost packet (S% scheme) has
proven extensive reliability gains for control applications that
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are able to tolerate three consecutive packet losses. With 20
agents in the system, each agent only requires 1.2 channels on
average to reach 99 % of the maximum MTTF,y,, yielding a
system-wide mean time to failure of approximately 1 year until
the first agent fails. S% outperforms static single-connectivity
by 6 orders of magnitude in terms of MTTF (at ~1.2x average
channel usage) and static dual-connectivity by 2 orders of
magnitude (at ~0.6x average channel usage). The Aol within
a SARA system was studied by means of the status update
age and the packet loss sequence length, enabling to employ a
SARA scheme that is able to statistically guarantee a certain
PMF, also on system level. These Aol metrics enable to
identify state oscillations that effectively reduce the effective
sampling rate and thereby systematically harm control perfor-
mance and also decrease the MTTF by orders of magnitude.
Furthermore it was shown for a large number of available
channels, that assigning unrequested/remaining channels for
transmission further drastically increases the MTTFys.
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